RMHS

Rocky Mountain Human Services

THIS NOTICE DESCRIBES HOW
MEDICAL INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS
INFORMATION.

PLEASE REVIEW IT CAREFULLY.

PRIVACY NOTICE

This page describes the type of information we
gather about you, with whom that information
may be shared and the safeguards we have in
place to protect it. You have the right to the
confidentiality of your protected health
information and the right to approve or refuse
the release of specific information except when
the release is required by law. If the practices
described in this Notice meet your expectations,
there is nothing you need to do. If you prefer
that we not share information, we will honor
your written request, except in certain
circumstances described below. If you have any
guestions about this notice, please contact our
Privacy Officer as per the contact information on
the last page of this document.

WHO WILL FOLLOW THIS NOTICE?

This notice describes the practices of Rocky
Mountain Human Services (RMHS) regarding
the use of your protected health information and
that of:
¢ Any case management professional
authorized to enter information into your
record.
e All programs and services of RMHS
that you enroll in or participate with.
e All RMHS employees and
subcontractors who may need access to your
information.

All entities, sites and locations of RMHS follow
the terms of this notice. In addition, these
entities, sites and locations may share protected
health information with each other for treatment,
payment or health care purposes described in
this notice.
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OUR PLEDGE REGARDING PROTECTED
HEALTH INFORMATION

We understand that protected health information
about you and your health is personal. Protecting
your health information is important. We create
a record of the services that you receive through
RMHS. We need this record to provide you with
quality services and supports, and to comply
with certain legal requirements. This notice
applies to all records generated or maintained by
RMHS.

This notice will tell you about the ways in which
we may use and disclose your protected health
information. We also describe your rights and
certain obligations we have regarding the use
and disclosure of protected health information.

We are required by law to:
o Keep your protected health information
private;
e Give you this notice of our legal duties
and privacy practices with respect to
protected health information about you; and
e Follow the terms of the notice that is
currently in effect.

HOW WE MAY USE AND DISCLOSE
PROTECTED HEALTH
INFORMATION ABOUT YOU

The following categories describe different ways
that we may use and disclose protected health
information. For each category of uses or
disclosures we will try to give some examples.
Not every use or disclosure in a category will be
listed, or applicable, depending on program or
services.

For Services and Supports. We may use and
disclose protected health information about you
to qualified professional personnel of
community centered boards, regional centers
and other service agencies including boards of
directors, and Human Rights Committee
members to the extent necessary for the
acquisition, provision, oversight, or referral for
services and supports.
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For Treatment. We may use protected health
information about you to provide you with
medical treatment or services. We may disclose
protected health information about you to other
covered entities, doctors, nurses, technicians,
psychologists, therapists, or other health care
professionals who are involved in taking care of
you. For example, a psychologist providing
anger management therapy may need to know
what medications you are taking in order to
recognize any undesirable side effects. In
addition, the psychologist may need to tell your
care provider if the medication is not working
properly. RMHS also may share protected health
information about you with other providers from
whom you receive treatment or services in order
to coordinate the different things you need, such
as prescriptions, lab work and x-rays.

For Payment. We may use and disclose
protected health information about you in order
to bill services, and to obtain reimbursement
from government agencies or insurance
companies. For example, the State of Colorado
may need to know your complete diagnoses in
order to justify payment for an assistive device.
We may also use and disclose protected health
information about you to obtain prior approval
or to determine your eligibility for services.

For Community Centered Board (CCB) and
Case Management Agency (CMA) Operations.
RMHS is designated by the State of Colorado as
a CCB and a SEP. We may use and disclose
protected health information about you for
RMHS' operations. This is necessary to make
sure that all of our consumers receive quality
care and services. For example, we may use
protected health information to review our
residential care providers and to evaluate and
monitor the performance of our staff and our
external service provider staff in caring for you.
Your protected health information may be
shared with survey reviewers and other
accreditation bodies in accordance with current
and ongoing operation procedures. We may also
disclose information to doctors, psychologists,
nurses, technicians, therapists, and other health
care personnel or service providers for review
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and learning purposes. We may remove
information that identifies you from this set of
protected health information so others may use it
to study health care and health care delivery
without learning who the specific consumers are.

To carry out ‘Health Care Operations’” as
defined in HIPAA. “Health care operations” are
certain administrative, financial, legal, and
quality improvement activities of a covered
entity that are necessary to run its business and
to support the core functions of treatment and
payment. These activities, which are limited to
the activities listed in the definition of “health
care operations” at 45 CFR 164.501, include:
¢ Conducting quality assessment and
improvement activities, population-based
activities relating to improving health or
reducing health care costs, and case
management and care coordination;
¢ Reviewing the competence or
qualifications of health care professionals,
evaluating provider and health plan
performance, training health care and non-
health care professionals, accreditation,
certification, licensing, or credentialing
activities;
e Underwriting and other activities
relating to the creation, renewal, or
replacement of a contract of health insurance
or health benefits, and ceding, securing, or
placing a contract for reinsurance of risk
relating to health care claims;
e Conducting or arranging for medical
review, legal, and auditing services,
including fraud and abuse detection and
compliance programs;
e Business planning and development,
such as conducting cost-management and
planning analyses related to managing and
operating the entity; and
e Business management and general
administrative activities, including those
related to implementing and complying with
the Privacy Rule and other Administrative
Simplification Rules, customer service,
resolution of internal grievances, sale or
transfer of assets, creating de-identified
health information or a limited data set, and
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fundraising for the benefit of the covered
entity. General Provisions at 45 CFR
164.506.

Appointment Reminders. We may use and
disclose protected information to contact you,
your guardian, family member, service provider,
or authorized representative if within his/her
scope of authority, as a reminder that you have
an appointment for services or meetings.

Treatment and Care Alternatives. We may use
and disclose protected information to tell you,
your guardian, or authorized representative if
within the scope of their authority, about or
recommend possible treatment care options or
alternatives that may be of interest to you.

Health-Related Benefits and Services. We may
use and disclose protected health information to
tell you, your guardian or authorized
representative, if within the scope of their
authority, about health-related benefits or
services that may be of interest to you.

Resource Coordination Directory. We may
include certain limited information about you in
a Resource Coordination directory while you are
in services with RMHS. This information may
include your name, residential facility location,
and the name of your Service Coordinator or
Case Manager. The directory information is
utilized internally by RMHS to identify your
Service Provider and Service Coordinator or
Case Manager.

Individuals Involved in Your Care or Payment
for Your Care. We may release protected health
information about you to a service provider,
guardian, authorized representative, friend, or
family member who is involved in your care, to
the extent necessary to provide for your care and
if access to confidential information is within the
scope of their authority. We may also give
information to someone who helps pay for your
care. We may also tell your family or friends of
your condition and that you are in the hospital.
In addition, we may disclose protected health
information about you to an entity assisting in a
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disaster relief effort so that your family,
guardian, or authorized representative can be
notified about your condition, status and
location.

Governmental Agencies and Programs. We may
release information to local, state and federal
government agencies, in order to determine
program eligibility or procure benefits and
services for you. These may include, but are not
limited to, the Colorado Department of Human
Services, Colorado Department of Health Care
Policy and Financing, Colorado Office of Early
Childhood, Colorado Office of Behavioral
Health, Denver Department of Human Services,
the Veterans Administration, U.S. Department
of Education and the Social Security
Administration

Protection and Advocacy. We may disclose
confidential information about you to the entity
designated as the protection and advocacy
system for Colorado, pursuant to 42 U.S.C. 604,
when a complaint has been received on your
behalf, or if you do not have a legal guardian, or
if the state or the designee of the state is your
legal guardian.

Research. Under certain circumstances, we may
use and disclose protected health information
about you for research purposes. For example, a
research project may involve comparing the
success of a seizure protocol provided to
consumers who received one practice to those
who received another, for the same condition.
All research projects, however, are subject to a
special approval process. This process evaluates
a proposed research project and its use of
protected health information, trying to balance
the research needs with consumer's need for
privacy of their protected health information.
Before we use or disclose individually
identifiable health information for research, the
project will have been approved through this
research approval process. We may, however,
disclose protected health information about you
to people preparing to conduct a research
project, for example, to help them look for
consumers with specific medical needs, so long
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as the protected health information they review
does not leave the agency. We will almost
always ask for your specific permission, if the
researcher will have access to your name,
address or other information that reveals who
you are, or will be involved in your care or
service provision.

As Required by Law. We will disclose protected
health information about you when required to
do so by federal, state or local law.

To Avert a Serious Threat to Health or Safety.
We may use and disclose protected health
information about you when necessary to
prevent a serious threat to your health and safety
or the health and safety of the public or another
person. Any disclosure, however, would only be
to someone able to help prevent the threat.

Incident to Other Uses and Disclosures
Identified In this Notice. We may use and
disclose protected health information about you
that is incidental to other uses and disclosures
identified in this Notice. For example, we may
use and disclose incidental protected health
information in connection with health care
operations in the course of our case
management, financial management,
procurement of items/supplies and care
coordination activities.

SPECIAL SITUATIONS

Organ and Tissue Donation. If you are an organ
donor, we may release protected health
information to organizations that handle organ
procurement or organ, eye or tissue
transplantation or to an organ donation bank, as
necessary to facilitate organ or tissue donation
and transplantation.

Military and Veterans. If you are a member of
the armed forces, we may release protected
health information about you as required by
military command authorities.

Workers’ Compensation. We may release
protected health information about you for
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workers' compensation or similar programs.
These programs provide benefits for work
related injuries or illness.

Public Health Risks. We may disclose protected
health information about you for public health
activities. These activities generally include the
following:
e To prevent or control disease, injury or
disability;
e To report births and deaths;
e To report child abuse or neglect;
e To report reactions to medications or
problems with products;
e To notify people of recalls of products
they may be using;
e To notify a person who may have been
exposed to a disease or may be at risk for
contracting or spreading a disease or
condition;
e To notify the appropriate government
authority if we believe a consumer has been
the victim of abuse, neglect or domestic
violence.

Health Oversight Activities. We may disclose
protected health information to a health
oversight agency for activities authorized by
law. These oversight activities include, for
example, audits, investigations, inspections, and
licensure. These activities are necessary for the
government to monitor the health care system,
government programs, and compliance with
civil rights laws.

Lawsuits and Disputes. We may disclose
protected health information about you in
response to a subpoena, discovery request, or
other lawful order from a court.

Law Enforcement. We may release protected
health information, if asked to do so by a law
enforcement official as part of law enforcement
activities; in investigations of criminal conduct
or of victims of crime, in response to court
orders, in emergency circumstances or when
required to do so by law.
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Coroners, Medical Examiners and Funeral
Directors. We may release protected health
information to a coroner or medical examiner.
This may be necessary, for example, to identify
a deceased person or determine the cause of
death. We may also release protected health
information about consumers to funeral directors
as necessary to carry out their duties.

Protective Services for the President, National
Security and Intelligence Activities. We may
release protected health information about you
to authorized federal officials so they may
provide protection to the President, other
authorized persons or foreign heads of state or
conduct special investigations, or for
intelligence, counterintelligence, and other
national security activities authorized by law.

Inmates. If you are an inmate of a correctional
institution or under the custody of a law
enforcement official, we may release protected
health information about you to the correctional
institution or law enforcement official. This
release may be necessary (1) for the institution
to provide you with health care; (2) to protect
your health and safety or the health and safety of
others; or (3) for the safety and security of the
correctional institution.

We will not use or disclose your health
information for any purpose other than those
identified in the previous sections without your
specific, written authorization. Examples of
disclosures requiring your authorization include
disclosures to your children and your legal
counsel.

We also will not use or disclose your health
information for the following purposes without
your specific, written authorization:

Any disclosure of your psychotherapy notes.
These are the notes that your behavioral health
provider maintains that record your visits with
your provider, for the official record.

Marketing purposes.
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Sale of your information.

You may revoke your authorization to
disclosures made for any of the above purposes
at any time. However, we cannot take back any
disclosures that have already been made with
your authorization after you revoke it.

YOUR RIGHTS REGARDING
PROTECTED HEALTH
INFORMATION ABOUT YOU

You have the following rights regarding
protected health information we maintain about
you:

Right to Inspect and Copy. You have the right to
inspect and copy protected health information
that may be used to make decisions about your
care. Usually, this includes information from
your master record, but will not include
psychotherapy notes. If we use or maintain the
requested information electronically, you may
request that information in electronic format.

To inspect and copy protected health
information that may be used to make decisions
about you, you must contact our Privacy Officer
listed on the last page. You are entitled by law to
one free copy of any information contained in
your record. If you or other authorized persons
request additional copies of this information, we
may charge a fee for the costs of copying,
mailing or other supplies associated with your
request.

We may deny your request to inspect and copy
in certain very limited circumstances. If you are
denied access to protected health information,
you may request that the denial be reviewed.
Another individual chosen by RMHS will
review your request and the denial. The person
conducting the review will not be the person
who denied your request. We will comply with
the outcome of the review.

Right to Amend. If you feel that the protected

health information we have in our records is
incorrect or incomplete, you may ask us to
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amend the information. You have the right to
request an amendment for as long as the
information is maintained. This counter-
information is appended to the original
documentation and whenever the original
documentation is used or disclosed, your
amendment will accompany any released copies.

To request an amendment, your request must be
made in writing and submitted to our Privacy
Officer. In addition, you must provide a reason
that supports your request.

We may deny your request for an amendment if
it is not in writing or does not include a reason to
support the request. In addition, we may deny
your request if you ask us to amend information
that:
e Was not created by us, unless the person
or entity that created the information is no
longer available to make the amendment;
e Is not part of the protected health
information kept by RMHS;
e Is not part of the information which you
would be permitted to inspect and copy; or
e Is accurate and complete.

Right to an Accounting of Disclosures. You
have the right to request an “accounting of
disclosures.” This is a list of certain disclosures
we made of protected health information about
you.

To request an accounting of disclosures outside
of treatment, payment and operations, you must
submit your request in writing to our Privacy
Officer.

Right to Request Restrictions. You have the
right to request a restriction or limitation on the
protected health information we use or disclose
about you for treatment, payment or case
management operations. You also have the right
to request a limit on the protected health
information we disclose about you to someone
who is involved in your care, such as a service
provider, family member, guardian, authorized
representative, or friend.
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We are not required to agree to your request. If
we do agree, we will comply with your request
unless the information is needed to provide you
emergency treatment. An exception is that we
will agree to a request not to send protected
health information to a health plan for purposes
of payment or health care operations if you have
paid in full for the related product or service. If
we agree to all or part of your request, we will
put our agreement in writing and obey it, except
in emergency situations. We cannot limit uses or
disclosures that are required by law. To request
restrictions, you must make your request in
writing to our Privacy Officer as per contact
information provided on the last page of this
Notice. In your request, you must tell us (1)
what information you want to limit; (2) whether
you want to limit our use, disclosure or both;
and (3) to whom you want the limits to apply.

You have the right to request confidential
communications. You have the right to request
that we communicate with you about medical
matters in a certain way or at a certain location.
For example, you can ask that we only contact
you at your residential facility, by mail, or
through electronic means (example: e-mail).

To request confidential communications, you
must make your request in writing to our
Privacy Officer. We will not ask you the reason
for your request. We will accommodate all
reasonable requests. Your request must specify
how or where you wish to be contacted.

You have the right to find out what disclosures
have been made. You may get a list describing
when, to whom, why, and what of your
protected health information has been disclosed
during the past six years. We must respond to
your request within sixty days of receiving it.
We will only charge you for the list if you
request more than one list per year. The list will
not include disclosures made to you or for
purposes of treatment, payment, health care
operations if we do not use electronic health
records, or it involves national security, law
enforcement, and certain health oversight
activities.
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You have the right to receive notice if your
records have been breached. RMHS will notify
you if there has been an acquisition, access, use
or disclosure of your protected health
information in a manner not allowed under the
law and which we are required by law to report
to you. We will review any suspected breach to
determine the appropriate response under the
circumstances.

You have the right to opt out of fundraising
communications. We may contact you as part of
our fundraising efforts. If you are contacted as
part of our fundraising efforts and do not wish to
be, you can instruct us not to contact you again.

You have the right to a paper copy of this
Notice. You have the right to a paper copy of
this notice at any time. Even if you have agreed
to receive this notice electronically, you are still
entitled to a paper copy of this notice.

You may obtain a copy of this notice via our
website: www.rmhumanservices.org

To obtain a paper copy of this notice, please
request one in writing from our Privacy Officer
via the contact information on the last page of
this Notice.

You have the right to choose someone to act for
you. If you have given someone medical power
of attorney or if someone is your legal guardian,
that person can exercise your rights and make
choices about your health information. We will
make sure the person has this authority and can
act for you before we take any action.

COLORADO PRIVACY ACT

The Colorado Privacy Act gives Colorado

resident consumers five rights over their

personal data:
e The right to opt out of the processing of
personal data for targeted advertising
purposes, the sale of their personal data, and
automated profiling in furtherance of
decisions that produce legal or similarly
significant effects.
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e The right to access their personal data
held by a data controller.

e The right to make corrections to their
personal data if inaccuracies are identified.
e The right to have their personal data
deleted.

e The right to have their data provided in
a portable and ready to use format.

For more information on this, please visit:
https://coag.gov/resources/colorado-privacy-act/

You may also refer to our Privacy Policy for
more information related to the collection of
information that is not classified as personal
health information.

CHANGES TO THIS NOTICE

We reserve the right to change this Notice. We
reserve the right to make the revised or changed
Notice effective for protected health information
that we already have about you as well as any
information we receive in the future. We will
post a copy of the current Notice on our website.
The effective date of this Notice is found on the
first page of the Notice.

COMPLAINTS

If you believe your privacy rights have been
violated, you may file a complaint with RMHS
or with the Office of Civil Rights. To file a
complaint with RMHS, contact our Privacy
Officer via the contact information listed below.
All complaints must be submitted in writing. If
RMHS cannot resolve your concern, you also
have the right to file a complaint with the U. S.
Department of Health and Human Services
Office for Civil Rights at the address described
below.

You will not be penalized for filing a
complaint.

OTHER USES OF PROTECTED
HEALTH INFORMATION
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Other uses and disclosures of protected health
information not covered by this notice or the
laws that apply to us will be made only with
your written permission. If you provide us
permission to use or disclose protected health
information about you, you may revoke that
permission, in writing, at any time. If you revoke
your permission, thereafter, we will no longer
use or disclose protected health information
about you for the reasons covered by your
written authorization. You understand that we
are unable to take back any disclosures we have
already made with your permission, and that we
are required to retain our records of the care that
we provided to you.

Privacy Officer

Dianne Clarke, RN, MBA, CFE, CPC, CPCO
Director of Compliance, Compliance Officer,
Privacy Officer

Rocky Mountain Human Services

9900 E. Iliff Ave., Denver, CO 80231-3462
P: (720) 688-3120

Email: dianneclarke@rmhumanservices.org

Office for Civil Rights (OCR)

HHS/Office for Civil Rights

1961 Stout Street

Room 08-148

Denver, CO 80294

Customer Response Center: (800) 368-1019
Fax: (202) 619-3818

TDD: (800) 537-7697

Email: ocrmail@hhs.gov

You may contact RMHS?’ Privacy Officer
in the event that you have any questions
about the Notice or if you have any
concerns regarding the use or disclosure
of your personal health information.

RMHS NPP Created 4-2003 (Revised 4-2025)

Page 8 of 8


mailto:dianneclarke@rmhumanservices.org
mailto:ocrmail@hhs.gov

